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Sumar executiv

Privire de ansamblu asupra stării site-ului

Audit free — sumar static. Pentru top 10 acțiuni prioritare cu prescription concret și business risk, upgrade la
Pro L2.

DETALII AUDIT

HEALTH SCORE

30/100

FINDINGS TOTALE

5

ACȚIUNI PRIORITARE

5

DISTRIBUȚIE PE SEVERITATE

1 4 0 0 5

DISTRIBUȚIE VIZUALĂ RISCURI

CRITIC RIDICAT MEDIU SCĂZUT TOTAL





Defalcare scor

Performanța per categorie + comparație Lighthouse mobile vs desktop

COMPARAȚIE LIGHTHOUSE



Phase 01 — Probes (HTTP/TLS/DNS)

Date de bază colectate prin requesturi pure HTTP (sub 1 secundă)

STATUS HTTP

URL final: https://scanope.com/ (status 200)

Redirect hops: 0

Content-Type: text/html; charset=utf-8

Body size: 27,107 bytes

CERTIFICAT TLS

Status: Valid

Issuer: E8 (Let's Encrypt)

Expiră în: 89 zile (Aug 18 09:43:08 2026 GMT)

Cipher: TLS_AES_128_GCM_SHA256

Versiune: TLSv1.3

DNS RECORDS

TYPE VALUES

A 10.11.10.84

AAAA —

CNAME —

MX —

TXT —

CAA —

SECURITY HEADERS

HEADER STATUS

strict-transport-security ✓ prezent



HEADER STATUS

content-security-policy ✓ prezent

x-content-type-options ✓ prezent

x-frame-options ✓ prezent

referrer-policy ✓ prezent

permissions-policy ✓ prezent

FIȘIERE STATICE

FIȘIER STATUS MĂRIME

/robots.txt ✓ prezent 228 B

/sitemap.xml ✓ prezent 895 B

/llms.txt ✗ 404 22 B

/.well-known/security.txt ✓ prezent 321 B

/.well-known/ai.txt ✗ 404 22 B



Phase 02 — Lighthouse

Audit Google Lighthouse (Performance + A11y + Best Practices + SEO)

SCORURI

CATEGORIE MOBILE

Performance 80/100

Accessibility 100/100

Best Practices 96/100

Seo 100/100

CORE WEB VITALS (MOBILE)

METRIC VALOARE SCOR

FCP 3.6 s 31/100

LCP 3.6 s 60/100

TBT 0 ms 100/100

CLS 0 100/100

Speed Index 4.7 s 68/100

TTI 3.6 s 91/100

AUDITS FAILED (TOP 20)

first-contentful-paint

largest-contentful-paint

speed-index

errors-in-console

forced-reflow-insight

network-dependency-tree-insight



Phase 04 — GEO/AEO

Pregătirea site-ului pentru a fi citat de AI engines (ChatGPT, Claude, Perplexity, Gemini, Google AI)

SCOR CITABILITY: 77/100 — B — GOOD

DEFALCARE SEMNALE

Llms Txt 0/15

Jsonld 20/20

Ai Bots 15/15

Meta Seo 12/15

Headings 10/10

Content Qty 10/10

Hreflang 0/5

Sitemap 10/10



Mozilla Observatory · Security headers

Scoring clean room conform methodology Mozilla (zero API extern)

B+

Mozilla Observatory score

80/100

9 teste trecute · 1 eșuate · 17 bonus

Upgrade la Pro pentru breakdown complet pe fiecare test Mozilla Observatory.

GRADE



Standards & Compliance Mapping

Mapează findings la standards/regulations relevante (ISO, GDPR, WCAG, OWASP, PCI-DSS, NIST)

Standards touched: 4 · 30 findings total cu mapping

Standard / Regulation Findings (rule_ids) Count

Mozilla Web Security

Guidelines
headers-csp-issue 1

OWASP API Top 10

API9:2023
api-openapi-public-exposed 1

OWASP Top 10 A05:2021 headers-csp-issue 1

WCAG 2.2 SC 3.1.5 (AAA) readability-difficult 1

Sursa mapping: standards_mapping.json (Auditope v1.0 — open standards public). Mapping non-exhaustiv — verifică manual specii noi (NIS2, AI Act).



Top acțiuni prioritare

Prioritizate după impact business × severitate × efort. Primele 3-5 fix-uri = ROI maxim.

CRITIC SECURITATE IMPACT 5/100 ~— MIN #1

HTTPS / TLS nu este configurat

📋 RECOMANDARE (TL;DR)

Activează Let's Encrypt (gratuit) sau certificat comercial. Cu Caddy/nginx se face automat.

RIDICAT PERFORMANȚĂ IMPACT 4/100 ~— MIN #2

[mobile] Largest Contentful Paint — 3.6 s

📋 RECOMANDARE (TL;DR)

LCP > 2.5s impactează SEO + UX. Lazy-load below-fold, optimizați imagini hero, preload critical

assets.

RIDICAT PERFORMANȚĂ IMPACT 3/100 ~— MIN #3

[mobile] Forced reflow

📋 RECOMANDARE (TL;DR)

A forced reflow occurs when JavaScript queries geometric properties (such as offsetWidth) after
styles have been invalidated by a change to the DOM state. This can result in poor performance.

Learn more about [forced reflows]

(https://developers.google.com/web/fundamentals/performance/rendering/avoid



RIDICAT PERFORMANȚĂ IMPACT 2/100 ~— MIN #4

[mobile] Network dependency tree

📋 RECOMANDARE (TL;DR)

[Avoid chaining critical requests]
(https://developer.chrome.com/docs/lighthouse/performance/critical-request-chains) by

reducing the length of chains, reducing the download size of resources, or deferring the

download of unnecessary resources to improve page load.

RIDICAT SECURITATE IMPACT 1/100 ~— MIN #5

Header issue: csp

📋 RECOMANDARE (TL;DR)

Adaugă/restrânge CSP: `default-src 'none'; script-src 'self'; ...`. Elimină 'unsafe-inline' /
'unsafe-eval'.



Referință vizuală
Captură home page la momentul auditului (referință rapidă pentru context).



DESKTOP · VIEWPORT 1440×900 (ABOVE-THE-FOLD + 2 ECRANE) MOBILE · 390×844





Despre acest raport

Acest raport a fost generat automat de Auditope printr-un pipeline multi-fazic:

1. Phase 01 — Probes: HTTP/TLS/DNS/security headers/robots.txt/sitemap.xml/llms.txt/.well-
known

2. Phase 02 — Lighthouse: audit performance, accessibility, best practices, SEO (mobile + desktop)

3. Phase 03 — Playwright + axe-core: screenshots desktop+mobile, violations WCAG 2.x

4. Phase 04 — GEO/AEO: citability score (llms.txt, JSON-LD, AI bot access, meta SEO, content)

5. Phase 08 — Synthesis LLM: Qwen 35B cross-domain reasoning, prioritizare, recomandări

6. Phase 09 — PDF: raport final cu charts + screenshots

Infrastructură 100% EU-hosted, fără third-party tracking — datele tale nu părăsesc UE.

CONTACT

Pentru întrebări tehnice sau suport detaliat: technic@auditope.com

Disclaimer: Acesta este un raport indicativ generat automat. Pentru audit detaliat cu revizuire manuală expert + 90 zile
monitorizare + walkthrough call, vezi tier-ul Enterprise pe auditope.com/pricing.


